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Disaster Recovery Plan Guidelines 
Northrop Grumman will provide a comprehensive disaster recovery plan that incorporates 
Disaster Recovery Institute International (DRII) standards. The disaster recovery plan co-
developed by VITA and Northrop Grumman, will address the Commonwealth’s mission-critical 
business functionality and processes, and the associated mission critical IT environment as 
described in the VITA developed Statement of Work. 

During the first several months of transition, Northrop Grumman will complete a review of the 
existing Commonwealth’s business impact analysis (BIA) and the current disaster recovery plan.    
Northrop Grumman will collaborate with VITA and the Commonwealth to review and validate 
the existing business continuity and disaster recovery plan(s) and procedures.  

Northrop Grumman will take a partnership approach to create and deliver a customized Disaster 
Recovery Plan to VITA that will include collecting and reviewing available current, existing 
business impact analyses, business continuity plans, and disaster recovery plans. Working jointly 
with VITA, Northrop Grumman will collaborate on the current condition and relevance of the 
existing business impact analysis, business continuity plans, and disaster recovery plans.  

This method will help define and implement service continuity and disaster recovery standards 
throughout the Commonwealth. Northrop Grumman will work with VITA to update existing 
Disaster Recovery Plans for each Commonwealth location requiring disaster recovery services. 
This includes the existing Richmond Plaza Building, the newly proposed Richmond Enterprise 
Solutions Center, and any remote agency(s) requiring disaster recovery services. Northrop 
Grumman will develop a comprehensive recovery process, which includes planning, prevention, 
preparation, annual testing, and training throughout the lifetime of the mission-critical 
applications or systems. 

Each annual disaster recovery exercise will include a Disaster Recovery Exercise Report and 
Action Plan based on the outcome of the exercise. The Action Plan will address incidents 
encountered during the recovery exercise, procedural issues, and recommended restoration 
improvements. The Disaster Recovery Plan will be updated as required after each disaster 
recovery exercise. 

Northrop Grumman will incorporate DRII standards and methodologies to improve existing or 
develop each new Disaster Recovery Plans.  

The following is an outline of the recovery plan.  

 Develop Disaster Recovery Plan 

 Determine plan development requirements  

 Define continuity management and control requirements  

 Define scope of recovery 

 Identify and define the format and structure of major plan components  

 Draft the recovery plans  

 Define business continuity and crisis management procedures  

 Develop damage assessment/restoration strategy 
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 Develop general introduction or overview  

 Develop administration team documentation  

 Develop business operations team documentation  

 Develop information technology recovery team documentation  

 Develop communication systems plans 

 Develop agency applications plans  

 Implement agency recovery plans by location  

 Establish plan distribution and control procedures  

 Maintain and Exercise Disaster Recovery Plan 

 Establish an exercise program 

 Determine exercise requirements 

 Develop realistic scenarios  

 Establish exercise evaluation criteria and document findings  

 Create an exercise schedule 

 Prepare exercise control plan and reports  

 Facilitate exercises  

 Provide post-exercise reporting  

 Provide feedback and monitor actions resulting from exercise 

 Define plan maintenance scheme and schedule 

 Formulate change control procedures 

 Establish status reporting procedures 

 Audit objectives  

 Emergency Response and Operations Plan  

 Identify components of emergency response procedure 

 Develop detailed emergency response procedures  

 Identify command and control requirements 

 Include command and control procedures  

 Identify emergency response and triage  

 Formulate salvage and restoration approach  

 Public relations and crisis coordination plan  

 Identify and develop a proactive crisis communications program 

 Establish essential crisis communication plans with external agencies as appropriate 
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 Establish essential communications plans with internal and external agencies to keep the 
information flowing, as appropriate 

 Establish essential crisis communications plans with the media outlets 

 Develop and facilitate exercises for crisis communication plans 

 Coordination with External Agencies  

 Identify applicable laws and regulations governing emergency management  

 Identify and coordinate with agencies supporting business continuity plans 

 Develop and facilitate exercises with external agencies 

 Awareness and Training Programs 

 Define awareness and training objectives  

 Develop and deliver various types of training programs as appropriate by agency  

 Develop disaster recovery awareness programs  

 Identify other opportunities for education  

Disaster Recovery Plan Automated Tool  
Using the Commonwealth’s business impact analysis report and information obtained through 
business impact studies conducted by Northrop Grumman, Northrop Grumman will develop 
Disaster Recovery Plans by agency location throughout the contract period as requested by the 
Commonwealth. The analysis of this information will provide the Commonwealth and Northrop 
Grumman the ability to pinpoint critical business applications and the technical infrastructure 
associated with them.  

Northrop Grumman will use the following Strohl products to aid in the creation, development 
and maintenance of the business impact analyses, disaster recovery plans, and emergency 
management plans.  

 Business Impact Analysis Professional 

 Provides management a detailed picture of financial and operational vulnerabilities, 
impacts, and recovery strategies 

 Living Disaster Recovery Planning System (LDRPS) – to design and create the automated 
Disaster Recovery Plan(s) 

 Makes Disaster Recovery planning quick and easy, from laying the groundwork to main-
taining, through to testing. 

 Incident Manager – for Emergency Management planning and documentation 

 Organize information essential to VITA’s recovery  

 Coordinate the recovery process across VITA’s organization  

 Monitor VITA’s recovery  

 Activate business continuity plans 
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Disaster Recovery Process Lifecycle  
The Disaster Recovery process lifecycle in Exhibit 1 illustrates Northrop Grumman’s 
continuous improvement process used to maintain accuracy and quality assurance that is built 
into the IT service continuity and disaster recovery support and services delivery. 

Using Northrop Grumman’s continuous improvement process, Disaster Recovery Plans will be 
updated using lessons learned reports and action plans derived after each test. At regularly 
scheduled meetings, Northrop Grumman will solicit disaster recovery change information from 
the Commonwealth subject matter expects (SMEs) and Northrop Grumman technical teams. The 
Northrop Grumman disaster recovery Manager will attend technical change meetings to acquire 
information which may affect recovery of business applications.  

Northrop Grumman’s solution supports 
the full spectrum of service continuity 
management and disaster recovery. It 
includes international best in class DRII 
standards and methodologies; ITSCM 
structure and proven practices; and the 
Strohl business impact analysis, disaster 
recovery planning, and emergency 
management toolset to automate and 
document the solutions. 

Exhibit 1.  The Disaster Recovery 
Process Lifecycle 
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